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e} w2 you should be thankful that the flaw ploited by serious people and not some rookies.
El)‘j jUFﬁE#F’% /\'J_Z.A%T%A E{J%E o They would have damaged all of your data by mistake Lr for fun.

your files are encrypted with the strongest military algorithms RSA4096 and AES-256.
without our s der it is imrnssib?e to restore the data.

Attemgts to re your data with third party software as photorec, RannohDecryptor etc.
will lead to irreversible destruction of your data.

To confirm our honest intentions.

send us 2-3 different random files and you will get them decrypted.

It can be from different computers on your network to be sure that our decoder decrypts everything.
sample files we unlock for free :T11~1 should not be related to any kind of backups).

We exclusively have decryption software for your situation

DO NOT RESET OR SHUTDOWN - files may be damaged.
DO NOT RENAME the encrypted Tﬂn

To get information on the price of the decoder contact us at:
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S7Comm (S7 Communication) 2T FEHHIML.

STHMNESRFETPKTAIISO-COTPHHY A, XHIGPDU (HhlEHEEIT) BB EIITCPILIA.
BHTPLCHTE, TEPLCZAIZRZ#%#E, MSCADA (IBI=MEIERE) RV HPLCHIELALIZETHE.
S7Comm AKX M i T OSIFEAY

7/ Application Layer S7 communication

6 Presentation Layer S7 communication (COTP)
5 Session Layer S7 communication (TPKT)
4 Transport Layer ISO-on-TCP (RFC 1006)

3 Network Layer IP

2 Data Link Layer Ethernet

1 Physical Layer Ethernet
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BSETPKT, 4T TCP #1 COTP thilZ[H); X2—MEflkFthl, EZEARTE COTP 1 TCP Z[H &R
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(£ S7Comm q: PDU TYPE: DT data)

v TPKT. Version: Length: 25
Ver51on 3
Reserved: 0
Length: 25
IS0 8073/X.224 COTP Connectlon Oriented Transport Protocol
S7 Communication

TPKT - 1SO on TCP - RFC1006 (tpkt), 4 bytes Packets: 2097 - Displayed: 6 (0.3%) Profile: Default



Tz W —FaT MY L —S7Comm

COTPTBDU\ngﬁﬁF B, R COTPER: M (COTP Connection Packet) FICOTPINfiEfd (COTP Fuction Packet)

Wireshark - Packet 5 - s7comm_dovwnloading_block_db1.pcap

Frame 5: 76 bytes on wire (608 bits), 76 bytes captured (608 bits)
Ethernet II, Src: AsustekC_84:5e:41 (90:e6:ba:84:5e:41), Dst: Siemens_23:eb:3b (00:1b:1b:23:eb:3b)
Internet Protocol Version 4, Src: 192.168.1.10, Dst: 192.168.1.40
Transmission Control Protocol, Src Port: 4185, Dst Port: 102, Seq: 1, Ack: 1, Len: 22
TPKT, Version: 3, Length: 22
w IS0 873/ X.224 COTP Connection—Oriented Transport Protocol
Length: 17

PDU Type: CR Connect Request[(@x@e) ]

Destination reference: 0x0000

Source referrence - A AN T

PP .... = Class: ©O

cm=e= ==20. = Extended formats: False

ceee 2.0 = No explicit flow control: False opt
Parameter code: src—tsap (Oxcl)

Parameter lLength: 2

Source TSAP: 0100

Parameter code: dst—tsap (®Oxc2)

Parameter length: 2

Destination TSAP: 0102 payload,3 parameter
Parameter code: tTpdu—size (0Oxc©)

Parameter length: 1

TPDU size: 124
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Wireshark - Packet 1 - step7_s300_stop.pcapng

ISO 8073/X.224 COTP Connection—Oriented Transport Protocol
S7 Communication
Header: (Job)
Protocol Id: ©x32
ROSCTR: Job (1)
Redundancy Identification (Reserwved): 0O0x0000
Protocol Data Unit Reference: 13568
Parameter length: 16
Data lLength: ©
Parameter: (PLC Stop)
Function: PLC Stop (©0x29)
Unknown bytes: 0000000000
Length part 2: 9
PI (program invocation) Service: P_PROGRAM

90 1b 1b 1la d6 e VvV Oc 29 6e 5d ©1 ©8 00
00 49 03 bc 40 00 80 06 6c 96 86 9 3e c7
3d a3 c© 09 VO 66 75 84 21 c2 0 1la 84 ba
f5 91 2c 4d 00 00 03 00 o0 21 o2 fo 80 32
9090 35 00 00 100 00 V0 29 00 00 00 060 V0 09
50 52 4f 47 52 41 4d PROGRAM




Tt e M —HAE% LTk @
v

DEFCON
GROUP 86025

CCCCCCCCC MUNITY

vwve
HiEMATTple, ZRALRES
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$python s71200.py -t 192.168.2.21 -0 11111111
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